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Introduction 

Once the installation is complete, the system will reboot and start up with Linux. 
There are a series of messages on the screen while booting of the system regarding the 
hardware enabled, services started etc. After a while, the system will display a login: 
prompt. You can now log in.  

Some systems are configured to start graphical mode with a box in the middle 
containing both login: and Password: prompts. Press [CTRL]-[ALT]-[F1] to switch to 
the virtual console (text login screen), where you can log in to the system in the usual 
way.  

Accounts and Privileges 

Linux is a multi-user system, meaning that many users can use one Linux system 
simultaneously, from different terminals. So to avoid confusion, each user's 
workspace must be kept separate from the others.  

Even if a particular Linux system is a stand-alone personal computer with no other 
terminals physically connected to it, it can be shared by different people at different 
times, making the separation of user workspace is important.  

This separation is accomplished by giving each individual user an account on the 
system. You need an account in order to use the system; with an account you are 
issued an individual workspace to use, and a unique username that identifies you to 
the system and to other users. It is the name along with the password by which the 
system will recognize the user.  

Logging into the System 

To begin a session on a Linux system, you need to log in. Do this by entering your 
username at the login: prompt on your terminal, and then entering your password 
when asked.  

Every Linux system has its own name, called the system's hostname; a Linux system 
is sometimes called a host, and it identifies itself with its hostname at the login: 
prompt. It's important to name your system -- like a username for a user account, a 
hostname gives name to the system you are using (and it becomes especially 
important when putting the system on a network). The system administrator usually 
names the system when it is being initially configured (the hostname can be changed 
later; its name is kept in the file `/etc/hostname'). The name of the terminal you are 
connecting from is displayed just after the hostname.  
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To log in to the system, type your username (followed by) at the login: prompt, and 
then type your password when asked (also followed by); for security purposes, your 
password is not displayed on the screen when you type it.  

Once you've entered your username and password, you are "logged in" to the system. 
You can then use the system and run commands.  

As soon as you log in, the system displays the contents of `/etc/motd', the "Message of 
the Day" file. The system then displays the time and date of your last login, and 
reports whether or not you have electronic mail waiting for you. Finally, the system 
puts you in a shell---the environment in which you interact with the system and give it 
commands. Bash is the default shell on most Linux systems.  

The dollar sign (`$') displayed to the left of the cursor is called the shell prompt; it 
means that the system is ready and waiting for input. By default, the shell prompt 
includes the name of the current directory.  

Logging Out of the System 

To end your session on the system, type logout at the shell prompt. This command 
logs you out of the system, and a new login: prompt appears on your terminal.  

 To log out of the system   

$ logout   

You can also logout by just pressing Ctrl+d. 

Logging out of the system frees the terminal you were using and ensures that nobody 
can access your account from this terminal.  

Console Basics 

A Linux terminal is a place to put input and get output from the system, and usually 
has at least a keyboard and monitor.  

When you access a Linux system by the keyboard and monitor that are directly 
connected to it, you are said to be using the console terminal.  

Linux systems feature virtual consoles, which act as separate console displays that 
can run separate login sessions, but are accessed from the same physical console 
terminal. Linux systems are configured to have seven virtual consoles by default. 
When you are at the console terminal, you can switch between virtual consoles at any 
time, and you can log in and use the system from several virtual consoles at once.  

Switching between Consoles 

To switch to a different virtual console, press [ALT]-[Fn], where n is the number of 
the console to switch to.  
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 To switch to the fourth virtual console, press [ALT]-[F4].  

You can also cycle through the different virtual consoles with the left and right arrow 
keys. To switch to the next-lowest virtual console, press [ALT]-[←]and to the next-
highest virtual console, press [ALT]-[→].  

 To switch from the fourth to the third virtual console, press   [ALT]-[←] 

The seventh virtual console is reserved for the X Window System. If X is installed, 
this virtual terminal will never show a login: prompt, but when you are using X, this is 
where your X session appears. If your system is configured to start X immediately, 
this virtual console will show an X login screen. 

You can switch to a virtual console from the X Window System using [CTRL] in 
conjunction with the usual [ALT] and function keys. This is the only console 
manipulation keystroke that works in X.  

 To switch from X to the first virtual console, press:   [CTRL]-[ALT]-[F1] 

Running a Command 

A command is the name of a tool that performs a certain function along with the 
options and arguments. Commands are case sensitive.  

To run the hostname command just type the command in front of prompt ($) 

$ hostname   

Options always begin with a hyphen character, `-', which is usually followed by one 
alphanumeric character. Always separate the command, each option, and each 
argument with a space character.  

Long-style options begin with two hyphen characters (`--').  

For example, many commands have an option, `--version', to output the version 
number of the hostname.  

$ hostname --version   

Sometimes, an option itself may take an argument. For example, hostname has an 
option for specifying a file name to use to read the hostname from, `-F'; it takes as an 
argument the name of the file that hostname should read from. To run hostname and 
specify that the file `host.info' is the file to read from   

$ hostname -F host.info   
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Changing Your Password 

To change your password, use the passwd command. It prompts you for your current 
password and a new password to replace it with. You must type it exactly the same 
way both times, or passwd will not change your password.  

$ passwd  username 

Listing Your Username 

Use whoami to output the username of the user that is logged in at your terminal.  

$ whoami   

Listing Who Is on the System 

Use who to output a list of all the users currently logged in to the system. It outputs a 
minimum of three columns, listing the username, terminal location, and time of login 
for all users on the system. A fourth column is displayed if a user is using the X 
Window System.  

$ who   
abc    tty1     Oct 20 20:09 
def     tty2     Oct 21 14:37 
def     ttyp1    Oct 21 15:04 (:0.0) 
$ 

The output in this example shows that the user abc is logged in on tty1 (the first 
virtual console on the system), and has been on since 20:09 on 20 October. The user 
def is logged in twice -- on tty2 (the second virtual console), and ttyp1, which is an X 
session with a window location of `(:0.0)'.  

Listing the Last Times a User Logged In 

Use last to find out who has recently used the system, which terminals they used, and 
when they logged in and out.  

$ last abc   

Listing System Activity 

When you run a command, you are starting a process on the system, which is a 
program that is currently executing. Every process is given a unique number, called 
its process ID, or "PID."  

Use ps to list processes on the system. By default, ps outputs 5 columns: process ID, 
the name of the terminal from which the process was started, the current status of the 
process (including `S' for sleeping, meaning that it is on hold at the moment, `R' 
meaning that it is running, and `Z' meaning that it is a process that has already died), 
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the total amount of time the CPU has spent on the process since the process started, 
and finally the name of the command being run.  

Listing Your Current Processes 

Type ps with no arguments to list the processes you have running in your current shell 
session.  

$ ps   
  PID TTY STAT TIME COMMAND 
  193   1 S    0:01 -bash  
  204   1 S    0:00 ps 
$ 

Listing All of a User's Processes 

To list all the running processes of a specific user, use ps and give the username to list 
as an argument with the `-u' option.  

$ ps -u abc    

Listing All Processes on the System 

To list all processes running by all users on the system, use the `aux' options.  

$ ps aux   

Listing Processes by Name or Number 

To list processes whose output contains a name or other text to match, list all 
processes and pipe the output to grep. This is useful for when you want to see which 
users are running a particular program or command.  

To list all the processes whose commands contain reference to an `sbin' directory in 
them   

$ ps aux | grep sbin   

To list any processes whose process IDs contain a 13 in them   

$ ps aux | grep 13   

To list the process, which corresponds to a process ID, give that PID as an argument 
to the `-p' option (PID is 344 )  

$ ps -p 344    

Finding the System Manual of a Command 
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Use the man command to view a page in the system manual. As an argument to man, 
give the name of the program whose manual page you want to view. 

$ man ps   

Use the up and down arrow keys to move through the text. Press [Q] to stop viewing 
the manual page and exit man.  

Working with Shell 

Shell is a program that reads your command input and runs the specified commands. 
The shell environment is the most fundamental way to interact with the system -- you 
are said to be in a shell from the very moment you've successfully logged in to the 
system.  

The `$' character preceding the cursor is called the shell prompt; it tells you that the 
system is ready and waiting for input.  

If your shell prompt shows a number sign (`#') instead of a `$', this means that you're 
logged in with the superuser, or root, account. Beware: the root account has complete 
control over the system; one wrong keystroke and you might accidentally break it 
something awful. You need to have a different user account for yourself, and use that 
account for your regular use. 

Every Linux system has at least one shell program, and most have several. The 
standard shell on most Linux systems is bash( "Bourne again shell"). 

Running a List of Commands 

To run more than one command on the input line, type each command in the order 
you want them to run, separating each command from the next with a semicolon (`;'). 
For example, to clear the screen and then log out of the system   

$ clear; logout   

Redirecting Input and Output 

The shell moves text in designated "streams." The standard output is where the shell 
streams the text output of commands -- the screen on your terminal, by default. The 
standard input, typically the keyboard, is where you input data for commands. You 
can redirect these streams -- to a file, or even another command -- with redirection.  

Redirecting Input to a File 

To redirect standard input to a file, use the `<' operator. To do so, follow a command 
with < and the name of the file it should take input from. For example, to redirect 
standard input for ls -l to file `listing'   

$ ls -l < listing   
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Redirecting Output to a File 

Use the `>' operator to redirect standard output to a file. If you redirect standard 
output to an existing file, it will overwrite the file, unless you use the `>>' operator to 
append the standard output to the contents of the existing file. For example, to append 
the standard output of ls -l to an existing file `commands'   

$ ls -l>> commands   

Redirecting Output to Another Command's Input 

Piping is to connect the standard output of one command to the standard input of 
another. You do this by specifying the two commands in order, separated by a vertical 
bar character, `|' (also called as a "pipe"). Commands built in this fashion are called 
pipelines.  

For example, it's often useful to pipe commands that display a lot of text output to 
more for perusing text.To pipe the output of apropos bash shell shells to less   

$ ls –l  | more   

Managing Jobs 

The processes you have running in a particular shell are called your jobs. You can 
have more than one job running from a shell at once, but only one job can be active at 
the terminal, reading standard input and writing standard output. This job is the 
foreground job, while any other jobs are said to be running in the background.  

The shell assigns each job a unique job number. Use the job number as an argument 
to specify the job to commands. Do this by giving the job number preceded by a `%' 
character.  

Suspending a Job 

Type Ctrl+z to suspend or stop the foreground job. This is useful when you want to 
do something else in the shell and return to the current job later. The job stops until 
you either bring it back to the foreground or make it run in the background. 

For example, if you are finding a file at Linux partition from root (/), typing Ctrl+z 
will suspend the find program and return you to a shell prompt where you can do 
something else. The shell outputs a line giving the job number (in brackets) of the 
suspended job, the text `Stopped' to indicate that the job has stopped, and the 
command line itself, as shown here:  

[1]+  Stopped                 find / -name abc 

In this example, the job number is 1 and the command that has stopped is `find / -
name abc'. The `+' character next to the job number indicates that this is the most 
recent job.  
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If you have any stopped jobs when you log out, the shell will tell you this instead of 
logging you out:  

$ logout   
There are stopped jobs. 
$ 

At this point you can list your jobs, stop any jobs you have running and then log out.  

Putting a Job in the Background 

New jobs run in the foreground unless you specify otherwise. To run a job in the 
background, end the input line with an ampersand (`&'). This is useful for running 
non-interactive programs that perform a lot of calculations. To run the command find 
/ -name abc > shell-commands as a background job   

$ find / -name abc > shell-commands &   
[1] 6575 
$  

The shell outputs the job number (in this case, 1) and process ID (in this case, 6575), 
and then returns to a shell prompt. When the background job finishes, the shell will 
list the job number, the command, and the text `Done', indicating that the job has 
completed successfully:  

[1]+  Done                    find / -name abc >shell-commands 

To move a job from the foreground to the background, first suspend it  and then type 
bg (for "background").  

 For example, to start the command find / -name abc > shell-commands in the 
foreground, suspend it, and then specify that it finish in the background, you 
would type:  

$ find / -name abc > shell-commands   
Ctrl+z 
 
[1]+  Stopped                 find / -name abc >shell-commands 
$ bg    
[1]+ find / -name abc & 
$ 

If you have suspended multiple jobs, specify the job to be put in the background by 
giving its job number as an argument. TFor example, to run job 4 in the background   

$ bg %4   

Putting a Job in the Foreground 
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Type fg to move a background job to the foreground. By default, fg works on the most 
recent background job. For example, to bring the most recent background job to the 
foreground   

$ fg   

To move a specific job to the foreground when you have multiple jobs in the 
background, specify the job number as an option to fg. To bring job 3 to the 
foreground   

$ fg %3   

Listing Your Jobs 

To list the jobs running in the current shell, type jobs.  

$ jobs   
[1]-  Stopped                 find / -name abc >shell-commands 
[2]+  Stopped                find / -name abc >bash-commands 
$ 

This example shows two jobs--- find / -name abc > shell-commands and find / -name 
abc > bash-commands. The `+' character next to a job number indicates that it's the 
most recent job, and the `-' character indicates that it's the job previous to the most 
recent job. If you have no current jobs, jobs returns nothing.  

Stopping a Job 

Typing Ctrl+c interrupts the foreground job before it completes, exiting the program. 
To interrupt cat, a job running in the foreground   

$ cat   
Ctrl+c   
$ 

Use kill to interrupt ("kill") a background job, specifying the job number as an 
argument. To kill job number 2   

$ kill %2   

Command History 

Your command history is the sequential list of commands you have typed, in the 
current or previous shell sessions. The commands in this history list are called events.  

By default, bash remembers the last 500 events, but this number is configurable. 

Your command history is stored in a text file in your home directory called 
`.bash_history'; you can view this file or edit it like you would any other text file.  
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Viewing Your Command History 

Use history to view your command history.  To view your command history   

$ history   
1 who 
2 apropos shell >shell-commands 
3 apropos bash >bash-commands 
4 history 
$ 

This command shows the contents of your command history file, listing one 
command per line prefaced by its event number. Use an event number to specify that 
event in your history. To search your history for the text `find'   

$ history | grep find   

Specifying a Command from Your History 

You can specify a past event from your history on the input line, in order to run it 
again.  

The simplest way to specify a history event is to use the up and down arrow keys at 
the shell prompt to browse your history. The up arrow key takes you back through 
past events, and the down arrow key moves you forward into recent history. When a 
history event is on the input line, you can edit it as normal, and type to run it as a 
command; it will then become the newest event in your history.  

To run a history event by its event number, enter an exclamation mark (`!') followed 
by the event number (1).  

$ !1   

Making a Command Alias 

Use alias to assign an alias, a name that represents another command or commands. 
Aliases are useful for creating short command names for lengthy and frequently used 
commands.  

To make an alias of bye for the exit command   

$ alias bye="exit"   

This command makes `bye' an alias for `exit' in the current shell, so typing bye would 
then run exit.  

You can also include options and arguments in an alias. To make an alias of `search' 
for the command find / -name abc || more   

$ alias ap="find / -name abc || more"   
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Adding to Your Path 

To add or remove a directory in your path, use a text editor to change the shell 
variable `PATH' in the `.bashrc' file in your home directory. 

For example, suppose the line that defines the `PATH' variable in your `.bashrc' file 
looks like this:  

 PATH="/usr/bin:/bin:/usr/bin/X11:/usr/games" 

You can add the directory `/usr/local/java/bin' to this path, by editing this line like so:  

PATH="/usr/bin:/bin:/usr/bin/X11:/usr/games:/usr/local/java/bin" 
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