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What is a Web Server?  

A web server is a program that runs on a host computer (web server) that serves up 
web pages of the web sites. In other words, the web server program sits around 
awaiting requests from visitors' web browsers for objects it has in its possession, and 
then sends these objects back for the visitor's viewing pleasure. Objects that web 
servers can serve include HTML documents, plain text, images, sounds, video, and 
other forms of data.  

Web servers and browsers communicate using HTTP, Hypertext Transfer Protocol, a 
simple but effective protocol for requesting and transmitting data over a network. 
That’s why web servers are also referred as HTTP servers.  

Web servers come in various shapes and sizes. They run under a variety of operating 
systems, have varying levels of power and complexity, and range in price from 
rather expensive to free.  

How Web Servers Works 

When we enter a web site in a browser, the related page appears in it. No matter 
where the pages exist in the globe. The browser established a connection to a Web 
server, requested a page and received it. 

 
Browser connects to a server and requests a page 

 
Server sends back the desired page 

 
Web browser 

Web Server 
 

There are the basic steps that occurred behind the scenes:  

 The browser split the URL into three parts:  
1. The protocol ("http")  
2. The server name ("www.iasri.res.in")  
3. The file name ("index.htm")  

 The browser communicated with a name server to translate the server name 
"www.iasri.res.in" into an IP Address, which it uses to connect to the server 
machine.  

 The browser then formed a connection to the server at that IP address on port 80.  
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 Following the HTTP protocol, the browser sent a GET request to the server, 
asking for the file "http:// www.iasri.res.in /index.htm."  

 The server then sent the HTML text for the Web page to the browser.  
 The browser read the HTML tags and formatted the page onto your screen.  

Apache Web Server  

Apache is world’s most popular and dominating web server with over 61% of all 
Internet web servers running Apache. A far second is Microsoft IIS, with a measly 
19% of market share. This is a true statement to Apache's popularity. (Statistics 
courtesy of http://www.netcraft.com)  

Apache actually stands for "A patchy server". Since the original Apache was 
built from "patching" the original NCSA HTTP daemon in early 1995.  

Apache is not owned by a single commercial entity (like IIS is owned by 
Microsoft, iPlanet is owned by Sun/Netscape Alliance) but rather, is developed 
by a loose knit team of voluntary programmers scattered across the globe, 
collaborating through the Internet. Today, development of Apache is 
coordinated by a non-profit organization called the Apache Foundation.  

Apache has been written in C language, using a dynamic, modular architecture 
(much like the kernel module architecture ) in which pieces of functionality can be 
inserted into the web server by loading pieces of code known as modules. The pieces 
of code are built as shared libraries/objects on Unix systems. These pieces of code 
can also be statically compiled into Apache. This makes Apache highly extensible 
and configurable. 

Apache is:  

 Powerful -- Apache's performance and reliability is legendary.  

 Feature-Rich -- The Apache server supports a hostlots of features, including: 
XML support, server-side includes, powerful URL-rewriting, and virtual 
hosting , to name but a few.etc.  

 Modular -- Looking for a feature not implemented in the core Apache 
server? Chances are you'll find a module that can add the functionality you 
need.  

 Extensible -- Can't find a module that suits your purposes? Well, as Apache 
is open source, you can write one yourself. In fact, you can even make 
changes to the inner workings of Apache.  

 Popular -- At the time of this writing, Apache holds a smidge under 60 
percent of the web server market.  

 Free -- This is an open source software.  
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Brief history 

A group of individuals headed by Brian Behlendorf and Cliff Skolnick took the 
NCSA httpd version 1.3 and continued the development and on December 1, 1995 
Apache 1.0 was released and a year later it was the number one web server on the 
Internet.  

"In 1999, members of the Apache Group formed the Apache Software Foundation to 
provide organizational, legal, and financial support for the Apache HTTP Server. 
The foundation has placed the software on a solid footing for future development." 

Root directory of Apache 

The root directory of Apache web server is /etc/httpd, which is divided into three 
parts: 

1. /etc/httpd/conf - where configuration files are stored 
2. /etc/httpd/logs - where the logs of Web server and site accessing are stored 
3. /etc/httpd/modules - where the module stays, which enables the server side 

programmer to do programming in the languages supported by Web server 

httpd.conf - Apache HTTP server configuration file 

The Apache HTTP Server configuration file is /etc/httpd/conf/httpd.conf. It contains 
the configuration directives that give the server its instructions. The httpd.conf file is 
well commented and mostly self-explanatory. Its default configuration works for 
most situations; however, it is a good idea to become familiar with some of the more 
important configuration options.  

If you are configuring the Apache HTTP Server, edit /etc/httpd/conf/httpd.conf and 
then restart the httpd process  

In case of any error, look in the Web server's error log, /var/log/httpd/error_log. The 
error log may not be easy to interpret. The interpretaion, dependings on the level of 
experience.  

The configuration directives are grouped into three basic sections: 

1. Directives that control the operation of the Apache server process as a whole (the 
'global environment'). 

2. Directives that define the parameters of the `main' or `default' server, which responds 
to requests that aren't handled by a virtual host. TheThisse directives also provide 
default values for the settings of all virtual hosts. 

3. Settings for virtual hosts, which allow Web requests to be sent to different IP 
addresses or hostnames and have them handled by the same Apache server process. 
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 Global Environment Directives 

These directives affect the overall operation of Apache, such as the number of 
concurrent requests it can handle or where it can find its configuration files. 

ServerRoot 

The ServerRoot is the top-level directory, which contains the server's files. Set the 
ServerRoot directive to "/etc/httpd".  

Pid File 

PidFile names the file where the server records its process ID (PID). By default the 
PID is set in /var/run/httpd.pid.  

Timeout 

Timeout defines, in seconds, the amount of time that the server will wait for receipts 
and transmissions during communications. Timeout is set to 300 seconds by default.  

KeepAlive 

KeepAlive sets whether the server will allow more than one request per connection 
and can be used to prevent any one client from consuming too much of the server's 
resources.  

By default Keepalive is set to off. If Keepalive is set to on and the server becomes 
very busy, the server can quickly spawn the maximum number of child processes. In 
this situation, the server will slow down significantly.  

MaxKeepAliveRequests 

This directive sets the maximum number of requests allowed per persistent 
connection. MaxKeepAliveRequests is set to 100 by default, which should be 
appropriate for most situations.  

KeepAliveTimeout 

KeepAliveTimeout sets the number of seconds the server will wait after a request 
has been served before it closes the connection. Once the server receives a request, 
the Timeout directive applies instead. KeepAliveTimeout is set to 15 seconds by 
default.  
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MinSpareServers and MaxSpareServers 

The server checks the number of servers waiting for a request and kills some if there 
are more than MaxSpareServers or creates some if the number of servers is less than 
MinSpareServers.  

The default MinSpareServers value is 5; the default MaxSpareServers value is 20. 
These default settings should be appropriate in most situations.  

StartServers 

StartServers sets how many server processes are created upon startup. The Web 
server is set to start eight server processes at startup.  

MaxClients 

MaxClients sets a limit on the total number of server processes, or simultaneously 
connected clients, that can run at one time. For busy servers this value should be set 
to a high value. The server's default is set to 150.  

MaxRequestsPerChild 

MaxRequestsPerChild sets the total number of requests each child server process 
serves before the child dies. The main reason for setting MaxRequestsPerChild is to 
avoid long-lived process induced memory leaks. The default MaxRequestsPerChild 
for the server is 1000.  

Listen 

The Listen command identifies the ports on which the Web server will accept 
incoming requests. By default, the Apache HTTP Server is set to listen to port 80 for 
non-secure Web communications.  

If the Apache HTTP Server is configured to listen to a port under 1024, the root user 
to start it. For port 1024 and above, httpd can be started as a regular user.  

Include 

Include allows other configuration files to be included at runtime.  

The path to these configuration files can be absolute or relative to the ServerRoot.  
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LoadModule 

LoadModule is used to load in Dynamic Shared Object (DSO) modules.  

ExtendedStatus 

The ExtendedStatus directive controls whether Apache generates basic (off) or 
detailed server status information (on), when the server-status handler is called. The 
Server-status handler is called using Location tags.  
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